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TREESEEERINERTETER—EO,
Tool deﬁnition TERGI: R, tEes. N¥E8S. Python. API,
RENRHIEK, MBI RE R S TLARINEHIT.
(TERZEHA? ) - Wang Z, COLM 2024 ~

A tool is an interface through which a language model can invoke
an external computer program.

Search Calculator Browser Python API

The model proposes; external software decides whether and how to execute.

What Are Tools Anyway? - Wang et al., COLM 2024 ~
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VR SRBUERSHPIRBERYER e ToIEE
W IR ERITRINERRR, [FEE S E R,
Benefits of tools {Ritt: EERFRRAINDRER, FEHERHESITMR
(TEREEMA? ) - Wang &, COLM 2024 ~

Extend

Access information or actions unavailable in the model's

o parameters.
E/Q‘l_j_/ (35.223x1.6)2/7=?
) =l .
basic T ] =D = Bl calculator
textgen B3 gacititate (@@ 54537 o
— : Facilitate
@ multiply 1.6 to we then divide
35.223 yields .. the number by 7 .. \ i f
k® e e number) = e Delegate operatlons external programs perform more
result is .

reliably or efficiently.

What Are Tools Anyway? - Wang et al., COLM 2024 ~
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=K | IR | W

Too l_ use Sce n a ri OS %ﬁﬁ{%_l%\ ?g? | %ﬁﬁiilE}Eo
fatEitE | 1TEEsEk Python | AT&H1T,
Need Example tool Benefit TR | IKF AP | IR AR AR,
o 1 e SSEES Y TR =
Current information Search Fresh evidence QI\HB”—EH | 'XJF‘L'E%EE API | Eﬁxﬂ&ﬁ,o
REATEKNESTER. kA, KMFIXZARIE.
Exact computation Calculator or Python Reliable execution - -
Private state Account API Authorized application data
External action Browser or API Changes the environment

Call tools only when their benefit outweighs latency, cost, failure, and risk.
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Examples of tools
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IREERRIPLE? W —HAILIRIZEER,. EXER. 575, tIZER,

di h FERISE TR,
Buitding ChatGPT TEPLER? | — MBS NR, BRI EE R,

What sorts of things can you help me do? What calls are necessary?

Start from the abilities we want, then
define a narrow interface for each
kind of interaction.

| can answer questions, find information, run code,
create images, and complete specific workflows.

¥J582 ChatGPT
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RS ESEMER?
DG N Exgg $ %EEIIqAb / R,
Textual responses finish(text) : IREIREZNAFFEIEEREAEIR
XEPITHEZRRUIEHIRIE, RRINRZR.
W : finish("Accra is the capital of Ghana."),
BIS: FRRLZEINGEIEER.

What is the capital of Ghana?

[CONTROL finish("Accra is the capital of 1

finish(text)

Return the final text and stop the CALL Ghana.")
agent loop. This is a harness control

action, not an external program.

Accra is the capital of Ghana.

NAES
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'CMU SXEfMRTHA? '

|I1f0rmati0n retrieval TEFARA: search web("site:cmu.edu announced today"),
‘search_web(query) : MMEIEEREE.

TREZER: HEI=KICERIFE......

EIS: CMU $XEHRT=ZIHEA......

TOOL search_web("site:cmu.edu announced
search_web(query) CALL today")
Retrieve information from the web. TOOL Three matching news items...

RESULT

CMU announced three items today...

SRR
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18, 23, 417054 FHERSZS?
Code execution ‘execute_code(code)': 7ENREINMETIE/TRRFIHREERL.
TEIEA: “execute code("sum([18,23,41,54])/4"); THER: 340,
mIS: F5ER 34.

What is the mean of 18, 23, 41, and 54?

execute Code(code TOOL execute_code("sum([18,23,41,54])/4")
) - CALL

RUN rogram in an isolated TOOL 34.0

un a program in an isolate RESULT

environment and return its output.

The mean is 34.

10
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OUF—IEARE: VBAEEEBEES, -
Image generation ‘generate image(query)': HRIEYARAEREE.
TEiAR: generate_ image("watercolor robot studying in a library")’; THB
£58: ‘generated_image.png,

EE: XEEMHIEIR.

Create a watercolor robot studying in a library.

TOOL generate_image("watercolor robot
. CALL studying in a library")
generate_image(qu
ery ) TOOL generated_image.png
RESULT

Generate an image from a textual
description.

Here is the generated image.

11
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BEE. FNFHMHEIAGEYE,
° N . \: \%\\—-l-_;l_’ﬁ%kjé 1) e \% Eag- ft-—\—- o Hab
Custom fu nctlons create_grocery cart(items) : BII— K BN EARRESET N AR

TEiFARA: ‘create grocery cart(["bananas”,"milk","coffee"])’; TEER: W
%E C17 ° 3 14:%[% : $31.42°

EE: HEET—NEE 3 4B, SFN $31.42 (W%,

Make a cart with bananas, milk, and coffee.

create grocery ca TOOL create_grocery_cart(["bananas","milk",
. - - CALL "coffee"])

rt(items)

E N lication- i TOOL Cart C17 - 3items - $31.42

Xxpose an application-specific RESULT

capability through one typed call.

| created a three-item cart totaling $31.42.

12
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Programmatic tool calling

13
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Code as a meta-tool

build-in functions — tools external libraries — tools

Q: The bakers baked 200 loaves of bread ...
How many loaves of bread did they have left?

utility functions — tools

Q: Who is wearing the dress? ’@
J
&

Q: The table shows how many... What is the
max number of vacation days across years?

g
)

The bakers started with 200 loaves. They Year 2013 2014 2015
LM | sold 93 in the morning ...The answer is 62. Vacationdays| 23 18 11

loaves_baked, loaves_returned = 200, 6
sold_morning, sold_afternoon = 93, 39
answer = loaves_baked - loaves_sold_morning
- loaves_sold_afternoon + loaves_returned

CodelLM CodelLM

df = pd.DataFrame({"Year": [2013, 2014, 2015], dress_region = crop_region(image, dress_box)
“Vacation days”: [23, 18, 11]}) answer = visual_qa(dress_region,
max_days = df[“Vacation days"].max() | question="Who is wearing the dress?”)

import pandas as pd ( dress_box = locate_objects(image, “dress”)

" “CodelLM

Code composes control flow, libraries, and multiple operations in one action.

What Are Tools Anyway? - Wang et al., COLM 2024 ~ v
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NERE — TH,; 9MfFE — TB,; sSCAHRE — 1T,

ARR: EEkET 200 £FEE.... ARIZDR? ESREEE . BhE EFRET
B 200 £EE.....58H 93 K. BFERE 62, CodelM IS ‘loaves_baked

= 200", ‘loaves returned = 6. ‘sold morning = 93", ‘sold afternoon = 39
, FFi+& ‘loaves baked - loaves sold morning - loaves sold afternoon +
loaves returned’,

A FRNEETSFEHE..... SFEPRNBEREBIERERSLD? FHFH 2013,
2014, 2015; IAMRRECH 23, 18, 11, CodelM & A pandas, #i&E
DataFrame, FH "df["Vacation days"].max()’ k& K{E.,

IIRR: EFEXFEF? CodelM A ‘locate objects(image, "dress")” B4
, BH ‘crop_region(image, dress box)” FEIX1, &EER
‘visual_ga(dress _region, question=...)" [A&,

KRBT LE—XITaIPASEEHIIR. BEFISMEE.
(TER=Z2MtA4? ) -Wang &, COLM 2024 ~
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Programmatic composition

Instruction: Determine the most cost-effective country to purchase the Available APIs (3] estimate_final _price(converted_price: float, shipping_cost: float) -> float
smartphone model ""CodeAct 1". The countries to consider are the USA, [1] lookup_ rates(country: str) -> (float, float) [4]lookup_phone_ price(model: str, country: str) -> float
Japan, Germany, and India. [2] convert_and_ tax(price: float, exchange_ rate: float, tax_ rate: float) -> float [5] estimate__shipping_cost(destination_country: str) -> float
LLM Agent using [Text/JSON] as Action CodeAct: LLM Agent using [Code] as Action
é’ Think I should calculate the phone price in USD for each country, then find the f Think I should calculate the phone price in USD for each country, then find the
most cost-effective country. most cost-effective country.
= Text: lookup_rates, Germany
Action o o W - . .
JSON: {"tool": "lookup_rates”, "country": "Germany"} Action countries = ['USA', 'Japan’, 'Germany', 'India'] Control & DataFlow of Code
@ Environment 1.1, 0.19 final_prices = {} Simplifies Complex Operations
for country in countries:

[eden Text: lookup_phone_price, CodeAct 1, Germany exchange_rate, tax_rate = lookup_rates(country)

1 i = i " "

JSON: {"tool":  "lookupiphone.price®, "model": "CodeAct 1%, “country": "German v} > local_price = lookup_phone_price("xAct 1", country)
converted_price = convert_and_tax(

@ Environment 700 Fewer Actions Required! local_price, exchange_rate, tax_rate

)
shipping, t t te_shipping_cost( try)
Action Text: convert_and_tax, 700, 1.1, 0.19 final_price timate_final_p (c ted_pric
JSON: {"tool": "convert_and_tax", "price": 760, "exchange_rate": 1.1, "tax_rate": 0.19} final_prices[country] = final_price
@ Environment 916.3 most_cost_effective_country = min(final_prices, key=final_prices.get)

most_cost_effective_price = final_prices[most_cost_effective_country]
print(most_cost_effective_country, most_cost_effective_price)

[... interactions omitted (look up shipping cost and calculate final price) ...]

Text: lookup_rates, Japan Re-use ‘min’ Function from Existing
@ Environment 1.1, 0.19 Software Infrastructures (Python library)

[/5] Action
JSON: {"tool": "lookup_rates", "country": "Japan"}

[... interactions omitted (calculate final price for all other countries)...]

The most cost-effective country to purchase the smartphone model is Japan The most cost-effective country to purchase the smartphone model is Japan
é} Response é’ Response

with price 964.08 in USD. with price 904.00 in USD.

CodeAct - Wang et al., ICML 2024 ~
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65 MEWSTERTNAEE CodeAct 1’ HNLBENER, ERERNE
E. A4, EEREE.

aJFH API: “lookup rates(country)’ — (float, float); ‘convert and tax(price,
float, exchange rate: float, tax_rate: float)” — float;

‘estimate final price(converted price: float, shipping cost: float)” — float;
‘lookup_phone_price(model: str, country: str)” — float;
‘estimate_shipping_cost(destination: str)” — float,

XA / JSON {E/175080 LLM EBgelk: 5oiFR lookup rates’ EifEEICER, B
18R lookup_phone_price’ &if] CodeAct 1 HEERINTE, TEF
‘convert_and_tax’, ZERFEEIIEEAITEREZNTE, FESETZRZEKR
HitERNITE., REEZ: WX CodeAct 1 HINKEENERZEAAR, NM1E&H
904.00 =T,

CodeAct: ERMERITEIRY LLM EHeelR, rEfEs T'USA', Japan', '
Germany', 'India’l’, FEINEARICE. FIMNME. MEBFIEERY, RESERER
&, FHA min(final_prices, key=final prices.get) iEH&R{ET. EREFELEH
A, &7 904.00 =T,

RIBREHIRASIRR R T SR8, TIASBRNEREERMIRNE (Python )
FHY min’ R,

CodeAct - Wang %, ICML 2024 ~
BT / SEEHES T

EFEERNSERE, RERERHBOINEFRTRERRNE.
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CodeActresults

Success Rate (%) Average Number of Interaction Turns

gpt-4-1106-preview
gpt-4-0613
claude-2
gpt-3.5-turbo-0613

gpt-3.5-turbo-1106

gemini-pro Action Mode
Code as Action

text-davinci-003 JSON as Action

Llama-2-70b-chat-hf Text as Action
0 10 20 30 40 50 60 70 5 6 7 8 9 10
In the displayed subset, code had the best success rate Code used the fewest turns for 7/8; across all 17 models,
for 8/8 models. both counts are 12/17.

CodeAct - Wang et al., ICML 2024 ~ 1

CodeAct B945
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CodeAct g9%%

ElZR: BIIE (%) ; IR EHEL. =B gpt-4-1106-preview .
‘gpt-4-0613°, ‘claude-2', ‘gpt-3.5-turbo-0613", ‘gpt-3.5-turbo-1106",
‘gemini-pro’, “text-davinci-003°, ‘Llama-2-70b-chat-hf', 17zahi&E=: XEBIE
71780, JSON {E91T8h. MXAYEATTEN.

FRRRRYFES, IBE 8/8 MREL LERERSMINE.

UISTE 8 MEELFRY 7 N LERRYR RS, L8R 17 MEED, XFIHEiY
A 12/17,

CodeAct - Wang %, ICML 2024 ~
FE / SRGENES T
EREZERE, BRI EEREE, MRIBEM LSRN RIS,
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THEH

Code s a high-power tool

Expressive Harder to constrain

Loops - variables - libraries Broad action space

Validation is less precise than for a
narrow typed function.

Good for multi-step data
manipulation and composition.

RIBE—MESENIE

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com

Higher impact
Files - network - processes

Use sandboxing, resource limits,
permissions, and audit logs.

17
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EMELR: [TEIZES; SIEEPMRRISSEMLRERLL, IR,
FIMEKR: Aipas, WEMHE, NERDRE. SFRE. NRMETEE.
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Mechanics of providing tools
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NAES: RSB,
TOOI Ca“S as tOkenS TE45: ‘<tool call> get weather(...),

RENSKRIT I T3, FUTHESRIITIZITHEN.

. . Tool continuation
Text continuation

<tool_call>

The weather 1s sunny.
y get_weather( ... )

The model requests an action. The harness executes it.

19
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Quick review: messages become model input

Qwen input sequence

APl messages <|im_start|>system

Be concise.<|im_end|>

system Be concise. chat template

<|im_start|>user
user Weather in Pittsburgh? —

Weather in Pittsburgh?<|im_end|>
assistant | need current data.

<|im_start|>assistant

I need current data.<|im_end|>

Roles structure the API; the template serializes one model-input sequence.

HREEE: B AREEAN

PMAFEIFEN - 3F CMU BTFIER - FERIZARC - FIAEREEE cmu-agents.com

20
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APl jBE.: system: |Eﬂ,n1’E o

assistant: 'HREBXMEIHIE.

Qwen BNFFIEBHIRENRFFIC :
“<|im_end|>"; “<|im_start|>user’ ILZZENKSEARE? <|im_end|>";
“<|im_start|>assistant’ FEEESRIEEE. <|im_end|>,

AEBEN AP ER, BERISERFICA

user: 'PLIZERNREE

(O3

U

J& PDF 55 20 / 60 T8

LRE?

“<|im_start|>system’ {EEIEES.
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TEENX: 358 function’, REER get weather’; SEAXIS, EH city
l dd h OBV AZFRTER, H city AVEFER,
TOO Sa Structu re to t € requeSt APl 1E3K: “client.chat.completions.create(model=model,

messages=messages, tools=[weather tool])’,

Tool definition APl request
HUTIEZR MER A EEEFI T A Schema; 1&g —E12Hea1ERl,
{ response =

"type": "function", client.chat.completions.create(
"function": { model=model,

"name": "get_weather", messages=messages,

"parameters": { tools=[weather_tool],

"type": "object", )

"properties": {"city": {"type": "string"}},
"required": ["city"]

}

The harness sends messages and tool schemas; the template exposes both to the model.

21
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R EE: <tools>{"name":"get weather", ...}</tools>",

DEﬁnition in, tool Cau OUt RAEVAERL: “<tool call>{"name":"get weather","arguments":{"city":"Pittsburg

h"}}</tool call>",

. . =gz = M E oS . \A § [ E
Promptcontalns MOdelemltS *E::EEEEU;JEHWG: API D@EKB1j-J:I]E EIJ.IJ;J% IDo

<tools> <tool_call>

{"name":"get_weather", ...} {"name":"get_weather",

</tools> "arguments":{"city":"Pittsburgh"}}

</tool_call>
model
-

The model emits the call content; the API response attaches a unique call ID.

22
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Same tool call, different model protocols

Qwen 3.8 Mistral Small 4 DeepSeek V3.2

Function + parameter tags Control token + call ID DSML invocation block
<|im_start|>assistant [To0L_CALLS] [{"name": < | DSML | function_calls>
<tool_call> "get_weather", < | DSML | invoke
<function=get_weather> "arguments": {"city": name="get_weather">
<parameter=city> "Pittsburgh"}, "id": < | DSML | parameter
Pittsburgh "abc123xyz"}1</s> name="city"
</parameter> string="true">Pittsburgh<
</function> / | DSML | parameter>
</tool_call><|im_end|> </ | DSML | invoke>

</ | DSML | function_calls>

One schema; model-specific serialization and parsing.

23
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Qwen 3.8: FREESHIRE., Mistral Small 4: =FHiE;c57EA ID, DeepSeek
V3.2: DSML JERR,

BISER "get weather', &% city=Pittsburgh’, Qwen {3
“<|im_start|>assistant’, “<tool call>", “<function=get weather>" [
“<parameter=city>" F5&; Mistral (£ [TOOL CALLS] FHd ‘id: "
abc123xyz""; DeepSeek {8 "<DSML function calls>", "<DSML invoke
name="get weather">" ] '<DSML parameter name="city" string="true">"

FHRIC.
[E— Schema; FHICIIREFTSIEIREIMS.
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How OpenHands dispatches a tool call

o Register at initialization

Name — definition

Tool spec N Resolve + configure N tools_map[name]
BashTool resolve_tool(spec, state) ToolDefinition: schema - Action -
executor

9 Dispatch each model call

Parse Validate Return
Lookup Execute
{ name, args — tools map[name] action_from_ executor(action)_) ObservationEvent
} -nap arguments(args) (call_id)

OpenHands d{a53 ik TEER

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com
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1 - ¥8ALEdiER: TEHME (10 BashTool’) — ‘resolve tool(spec, state)” fi
THECE — BRMGIREIEN tools_map[name]’, BZIBE Schema, Action
FIH1T8EAY ToolDefinition’,

2 - DIRENXIEENER: & { name, args }’ — 7£ ‘tools_map[name] &k
— “action_from_arguments(args)” I&IF — ‘executor(action)” #1117 — IR[ElE
‘call id" BY "ObservationEvent’,
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assistant TEIFEA: 'id: "call 123", ‘name: "get weather", &%{
{"city":"Pittsburgh"}’,
ReSUItS retu m by Cau ID TEZERER: role: "tool", “tool call id: "call 123", HZE "72°F - sunny"’,
‘tool_call_id" &R SEALE, SREHITHEA.

Assistant tool call
Tool-result message

"id": "call_123",
"role": "tool",
"name": "get_weather", >
"tool_call_id": "call_123",
"arguments": {"city":
"content": "72°F - sunny"
"Pittsburgh"}

}

tool_call_id matches results to calls, including parallel calls.

25
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YRR

Constrained decoding

26
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Malformed tool calls

Model output

{"name":"get_weather",
"arguments":{"city":"Pittsburgh"}

tSzViaIxAY TEEMA

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com

Missing }

The harness cannot parse it.

27
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fEREEH . ("name":"get weather
),

PUTIEZRTT Az AR,

n n
i

]/ PDF 55 27 / 60 TQ

arguments"{"city":"Pittsburgh"}’, &>
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BA: B¥ISON,
. 21 FFETEFER,
Tool-call constraints = BRI
KA “city BFfFE,
BYE: ‘units’ I CaF,
LIRRIEFIUIER, EARIEESY. SR, TEIEESESMI.

Syntax Shape Types Values

valid JSON expected fields city is a string unitsis Cor F

Constraints ensure form—not truth, permissions, tool choice, or task success.

28
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FATH#EIA JSON BUERUEICIRAR . KRB, ©FEFER. IFRIEVE, LINTIREAER
SEUEARN,

JSON SChema M5: “type: object’; “city’ AFERFER; units’ AIKIEE S C. F; “required:
["city"]’; "additionalProperties: false’,

JSON Schema Core - Draft 2020-12 ~

{
n Vocabulary for describing JSON data type": "object",
properties”: {
city": {"type": "string"},
= | Types, required fields, allowed values units": {"enum": ["C", "F"]}
b,
required": ["city"],
= Machine-readable validation rules additionalProperties”: false
}

JSON Schema Core - Draft 2020-12 ~ -

JSON Schema
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58 Schema: {"city":"Pgh","units":"F"}’, A& Schema:
{"city":"Pgh","units":"K"} ,

Schema-valid vs. schema-invalid N LT ST

Schema-valid Schema-invalid
{"City" . n Pgh" , "UnitS" . "F"} {"City" . n Pgh" , "UnitS" . "K"}

Both are JSON; only "F" derives from unit - "C" | "F".

30

5 Schema 544 Schema
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A pushdown automaton adds a stack

Stack memory
Finite control
expect inside expect
— -
array
State records the local position in a grammar oEfet object object

rule.
The stack remembers arbitrarily deep nesting.

State tracks the current rule; the stack remembers where nested rules return.

B UEIN T %

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com

pop

empty

31

J= PDF 5% 31/60 @

ZH / 3GEX - 5 1/1 8B

BIRINSES: ERNFICRIRIEEME, FINEREREE — (L THERER — BHES
PRFT.

Hiclz: X {1} SHESEHRTERMER, I ERREERE.
INSIRERSRIRN,; HiCEHREMNRENAE.
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Grammar checking happens below tokenization

Check every candidate token

Compile once Decoded

Run all Keep or
Token bytes
y — bytes — mask
- n n t : “F"
unit - "C" | R byte-level ! 22 ;*g 22 advance(bytes)| allowed v
"F" PDA

A token may cross several grammar terminals—or end partway through one
—so token boundaries cannot be treated as grammar boundaries.

XGrammar - Dong et al., MLSys 2025 ~ -

IEARERERATTHUZ FHNERE

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com
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SEERZE—RIN “unit — "C" | "F", BRIF=TH4 PDA, MWE/MEERITHRE: f#
BiEn=ETD, BITFERHIEA advance(bytes)', {REBFIFAYIETT.

TMERATT t: "F"} BREBAESS 22 46 22 7D°; SR,

—MATTA REISHE NERRER, WARRIIAENRERNG IR, EILAREE
IATTIAFR A FEEIASR.

XGrammar - Dong &, MLSys 2025 ~
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1- TR EERENT1 BHERIFAL PDA %,

2 - SREVERIFIRIR: I RS E X FERANATTERS [T ERIE TSR,
3 - IEDHIRE: MK E T XARIERTT, ERTERIETRE, ST

Example: cached token-mask generation

ERIER,
( (
1 - Parse the prefix 2 - Fetch cached decisions 4 - #ROHHREL . BFRRTR. ik logits. #RE T, FEHT PDA %,
Advance persistent PDA stacks over the bytes already The stack-top node indexes precomputed validity for XGrammar - Dong E, M LSys 2025 ~
emitted. context-independent tokens.
\ \
( (
3 - Check the minority 4 - Mask and continue
Run context-dependent candidate tokens against the full Combine the decisions, mask the logits, sample a token,
stack; union results across matching stacks. and update the PDA stacks.
\ \

XGrammar - Dong et al., MLSys 2025 /

33
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LLM H#EERIEIL logits 2FIRTHBIRGEIREEMIERS T, BHRE=REMFTR
HRYIEDT 3. HERSHSANSTRIE HHERERE.

Token maSklng PR Bt logits. 3 logits. HiERDTR. KiFes. XEHAT. 5. JoRukd.

ZIR) TS
LLM Inference Prior
Structure Output .
Output Logits XGrammar - Dong &, MLSys 2025 ~

(3]-2]4]5[1.13.2]-5]-1)
Masked Logits "‘ (1]ofof1]of1]0]1]
[3 |_m|_w| 5 _m|3_2|_®|_1) Per-token Mask

Prob. Distribution |, Softmax
[0.1| 0 | 0 |n,76 0 |n.13| 0 |1.}3]

Sampler

A 4
Sampled 3
Token

XGrammar - Dong et al., MLSys 2025 ~ 2
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Case study: where the speedup comes from

Ve

[e] <array> Y
main: A’Q
_—

[1] <str> e

Pushdown Automata

* Automata
optimization (§3.4)

N

e

[3] <str>

Use pushdown
automata to parse M

Efficient Mask Generation

" Prior LLM ® Overlapping
[a Output with LLM

J—

“ij[el<array> | Matching Stack States

[3]<str> | e Maintained by
persistent execution stacks

| Node@ | (33

Retrieve token mask cache
from stack top

Partial
Token Mask
Vocabulary Context-independent: Context-dependent:
Adaptive — Fetched from cache Checked at runtime
P d f =
° reprocedsse 301r . Known accepted . Complete
every node (§3.1) ‘ } Context-independent tokens Token Mask
e Enhanced with . Known rejected ~r
?é’g‘lze;d expansion O Context-dependent tokens (minority) Vocabulary
J/ /

engine (§3.5)

~N

Caching handles most tokens; persistent stacks support branching; CPU work overlaps GPU inference.

XGrammar - Dong et al., MLSys 2025 /

ETI M NEREITIES
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THEESW: £33 ‘main’, ‘array’. ‘str SHERSBIFBTSS. BENETT
ILER: B N TRTLIE, HET LT RBiEE, SES. SAEaefik
T ANETT o Blteas.

EREREERN: ERTHEBENT, KSANHRITRAER LR, WEla
RIATTEBRER. L IXEXIRE (S8) NEFRERE, & TRIDER
TR E. HLCERERD S, B ASERITER,

REFWIEARZHIET, FANKSFDS CPU T{RS GPU HEHEES.
XGrammar - Dong &, MLSys 2025 ~
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REST API JEH

REST API Calling

36

REST API iEH
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Python /& ‘weather lib.py : &N\ 'Literal’ 1 ‘BaseModel’; "Weather™ &2
. . . B ‘'summary: str', ‘temperature: float’; ‘get weather(city: str, units:
lerarIeS expose In-prOCESS APIS Literal["C", "F"] = "F") -> Weather 1R[g] "provider.lookup(city, units)’,
ERAMREEEE—HIE; Python I2EEFR. S21 XBFNRMEER,

LERTARRETAEER: MBS FimDEEIL. il RIS MHIGIE.

from typing import Literal

from pydantic import BaseModel Caller and function share one process = APl ELESSERINEIRIET]  RERRIRS.
Python supplies the name, arguments, types, and
class Weather(BaseModel): return type.

summary: str
temperature: float

def get_weather( Not remotely callable yet

city: str, A network client still needs an address, protocol,
units: Literall'C", "F"] = "F", serialization, and authentication.

) -> Weather:
return provider.lookup(city, units)

Alibrary APl is a typed programming interface—not a network service.

37
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REST APIs expose functions over HTTP

from typing import Annotated, Literal
from fastapi import FastAPI, Security

return get_weather(city, units)

FastAPI binds the library function to a REST endpoint and documents its API-key header.

FastAPI security and OpenAPI /

REST API i&iZ HTTP E£ER2L

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com

from fastapi.security import APIKeyHeader ( )
from weather_1lib import Weather, get_weather GET /weather
app = FastAPI(title="Weather API") Clty=PlttSbUI’gh
key_header = APIKeyHeader(name="X-API-Key")
Dapp.get("/weather", operation_id="get_weather") units=F
def weather( Header: X-API-Key
city: str,
key: Annotated[str, Security(key_header)], Response: Weather as JSON
units: Literall['C", "F"] = "F", 9 )
) -> Weather:
verify(key)

38
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FastAPI 1S ERREGBER! REST imm, FHiCR APl key i53kk, =l "api.py’ A
‘Annotated’. ‘Literal’, ‘FastAPI', ‘Security’. "APIKeyHeader', LA}
‘Weather', ‘get weather’,

‘app = FastAPI(title="Weather API")"; 'key header =
APIKeyHeader(name="X-API-Key")"; imm GET /weather' Y ‘operation _id’
/9 ‘get_weather’,

‘weather(city: str, key: Annotated|str, Security(key header)], units:
Literal["C", "F"] = "F") -> Weather': I&IF key [ get weather(city,
units)

B3I “city=Pittsburgh’, “units=F"; i&3ksk "X-API-Key'; MR/ JSON #&
VA9 "Weather',

FastAPl Z£#l#l5 OpenAPI ~
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OpenAPI| iR “/weather' B9 GET #2{E, "operationld’ /3 "get weather’,

H inti S WRHIEWSH cty', Schema HEEINFRE, FEBSEL units,
REST API servers publish OpenAPI descriptions o e H b B

{ ZEEXK(FH APIKeyHeader'; HZE£ /%N "apiKey', IE "header’,
paths": {"/weather": {"get": { RS 2
operationId”: "get_weather", BIRA X-API-Key,
rameters”: [ gy o = g TN
p? :a:]eezs city", "in": "query", "required": true, OpenAPI }EEJ& HTTP };,gﬂf, EEPH)’Q)\E’\J JSON Schema }EE@%%ZHX{E‘*
schema": {"type": "string"}},
{"name": "units", "in": "query", FastAPI - EE)JEESZEI’\J OpenAPI /

schema": {"type": "string", "enum": ["C", "F"], "default": "F"}}
1,
security"”: [{"APIKeyHeader": []}]
11},
components”: {"securitySchemes": {"APIKeyHeader": {
type": "apiKey", "in": "header", "name": "X-API-Key
11}

}

OpenAPI describes the HTTP operation; embedded JSON Schema describes its values.

FastAPI - generated OpenAPI / 39

REST API fR5588 &% OpenAPI fiAk
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m<: curl -sS -G https://weather.example/weather --data-urlencode "

city=Pittsburgh" --data-urlencode "units=F" -H "X-API-Key:

Coding agents often call REST APIs with curl SWEATHER APl KEY",

1 [ APl f81A : IR RFINVFES L
curl -sS -G https://weather.example/weather \
--data-urlencode "city=Pittsburgh” \ 2 - ¥i&Eds: Shell BEFFAETSE, curl &% HTTP &3k,
--data-urlencode "units=F" \
-H "X-API-Key: $WEATHER_API_KEY 3 - BRA&IFENE: BE(ERA Shell RUZRADER BEMR D AT BEISEENE IS X & T,
EiZipie) REST 1RESR, (BE8ERY Shell 2% APl FiE.
1 - Read the API description 2 - Construct the command 3 - Limit the credential
Select the operation and required The shell expands the environment A coding agent with shell access may
parameters. variable; curl sends HTTP. also read or misuse that secret.

Direct REST access is simple, but the agent's shell receives the API credential.

40

TRISERReNE S curl AR REST API
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MCP

MCP

41

MCP
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MCP connects a host to servers

MCP HOST

LOCAL - STDIO

Filesystem server

—_—) Client A —_

REMOTE - HTTP

Sl

Al application

Client B ) >

Sentry server

MCP is an alternative agent-facing interface—not a requirement for calling REST APIs.

42

MCP GiEEiE=E RS =

ANETE - I CMU B5EA - EBBISTIRE - FSE#SRE cmu-agents.com

JR PDF 5542 /60 1@

ZH / 3GEX - 85 1/1 55
MCP 8% (Al i) 5Z%Fix A, 2% B f8iE; Atth - STDIO: MHEREFIRS
88, IfE - HTTP: Sentry fR$SEE,

MCP REMEEREMRIS—FMEN, FIFEA REST APl RIMEEMA,
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THUCHS(ER “httpx2.get("https://weather.example/openapi.json”).json()” 3k
. . BHE, BEAR FastMCP.from_openapi(openapi_spec=spec,
FaStMCP prOjeCtS 0penAP| Operatlons as MCP client=httpx2.AsyncClient(base_url="https://weather.example"),

tools name="Weather MCP")",
OpenAPI #2{E "GET /weather’ B599 MCP T & "get_weather(city, units),

ZUABERT, FastMCP £¥5454% OpenAP| BREEER AR AIIAY MCP TH,

import httpx2

from fastmcp import FastMCP .
PP OpenAPI operation

spec = httpx2.get( GET /weather FastMCP - OpenAPI &5f, ~
https://weather.example/openapi.json

).Json()

mcp = FastMCP.from_openapi( i’

openapi_spec=spec,
client=httpx2.AsyncClient(
base_url="https://weather.example

), get_weather(city, units)
name="Weather MCP",

MCP tool

By default, FastMCP converts each OpenAPI route into a discoverable MCP tool.

FastMCP - OpenAPI integration / 8

FastMCP ¥& OpenAPI #{ElEYs MCP TR
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i PimER "UPSTREAM APl KEY' JEFXS APl; MCP g
‘MCP_API_KEY" {4,

Start MCP with separate credentials

KIBelEE httpx2.AsyncClient’, €& base url="https://weather.example™
- i FiEskk "X-API-Key: os.environ["UPSTREAM API KEY"]"; FH

import os, X N . e N 2 suly S 2 N
frgm fastmcp irrr)lport FastMCP StaticTokenVerifier #3& "MCP_API KEY', EZ iz ID /9 "course-agent’,

from fastmcp.server.auth.providers.jwt import StaticTokenVerifier
{858 "FastMCP.from_openapi(...)" #37259 "Weather MCP" g9ARSS2E, FHLA

\—y =

‘transport="http". port=8001" i=17.

upstream = httpx2.AsyncClient(
base_url="https://weather.example"”,
headers={"X-API-Key": os.environ["UPSTREAM_API_KEY"]})

mcp_auth = StaticTokenVerifier(tokens={ %%5 token iﬁﬁﬁ??ﬁ?— / ﬂ:ﬁ, EF%B%@—@EE JWT EE{%}EH OAuth,

os.environ[ "MCP_API_KEY"]: {"client_id": "course-agent"}})
FastMCP - token IGiF ~
mcp = FastMCP.from_openapi(
openapl_spec=spec, client=upstream,
name="Weather MCP", auth=mcp_auth)
mcp.run(transport="http", port=8001)

UPSTREAM_API_KEY authorizes API calls; MCP_API_KEY protects the MCP endpoint.

Static tokens are for teaching/development; production deployments should verify JWTs or use OAuth.

FastMCP - token verification /

44
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The MCP client uses its own API key

import os
from fastmcp import Client

async with Client(
https://mcp.example/mcp",
auth=os.environ[ "MCP_API_KEY"],
) as client:
tools = await client.list_tools()
result = await client.call_tool(
get_weather”,

{"city": "Pittsburgh", "units":

MCP server

Agent Weather API
hamess |y vadte: |5 e
MCP ke ke

Y dispatch Y

Credential brokering: the server accepts one credential
and uses a different credential upstream. The model
sees neither secret.

Separate credentials let the MCP server mediate access instead of forwarding its upstream secret.

FastMCP - bearer client authentication ~

MCP ZFim{EFE CHY API key

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com
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Agent harness i&# MCP fR5585, Bi%E#E Weather API, ZFim{EA
"Client("https://mcp.example/mcp", auth=0s.environ["MCP_API KEY"])"; 3
FA ‘list tools()’, BH call tool("get weather", {"city":"Pittsburgh”, "
units™:"F"})",

ARSSERIGUERNIZIY MCP key, B Lilr key DiRiEK, FEAE: KkSH[EZ
—ihEE, FRS—MEIELR L, BREEREE—EER.

AEIEELL MCP fRSSEgaEEHNMEIE, MARE A LFEH.
FastMCP - bearer ZFiHE{QIGIE
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REST APIs and MCP: shared schemas, different
contracts

OpenAPI /HTTP API MCP
Shared Names, descriptions, and JSON Schema for structured inputs
Discovery Fetch an OpenAPI document Call tools/list atruntime
Invocation HTTP verb + path + parameters tools/call overan MCP transport
Authentication Client authenticates to the API Client authenticates to MCP; upstream auth is separate
Scope Describes HTTP operations Also supports resources, prompts, and extensions

OpenAPI describes a web API; MCP standardizes how an Al host discovers and invokes capabilities.

REST APl 5 MCP: A Schema, ARE*E4

ANETE - I CMU B5EA - EBBISTIRE - FSE#SRE cmu-agents.com
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HESR: BFR. WALARECENE JSON Schema,
&I: FKEY OpenAPl 37#Y; MCP NfEI={TATER “tools/list’,
JEA: HTTP A% + B8R + &3, MCP Ni&ET MCP {&5EH tools/call’,

BSHIIE: EFmA APl RIESM; EFimHE MCP IGIESr, LRrSMmieitsT
Qb8

SEE: OpenAPI fiik HTTP 1#(F;, MCP iASFRIR. =iy f&.
OpenAPI f5i2 Web API; MCP Rt Al BEAIFEAEESIRIS .
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Orchestrating multiple calls

a7
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Serial tool-call cost

Generate Weather Generate Calendar Generate
0.8s 1.2s 0.8s 0.9s 0.8s

= 6.4 seconds

1T TEERRIAE

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com

Flight
1.1s

Generate
0.8s
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A 0.8F + K127 + & 0.8 % + HBH 0.9 # + 4pL 0.8 ¥ + AR TE 1.1
b+ &R 087 = 6.4 Fb,
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Parallel tool calls

‘]
e ONE ROUND TRIP
>
\ 3 results

Independent calls can share one generation and one wait.

Two generation phases plus the slowest tool: 2 X 0.8 + max(1.2, 0.9, 1.1) = 2.8 seconds.

HITTEER

PMAFEIEX - I CMU BEFIEA - IFEHI7IRC - RISREEE cmu-agents.com
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K5, BB, mP=NERAFITAE, —XERER 3 MER.
YA AR AL —IR A pRFI—IR &,
NI ERIETEFER: 2 x 0.8 + max(1.2,0.9, 1.1) = 2.8" #,
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LZeHiT: ERZEXRS,; ESKNAR; EEniPRE.

URIRFAAT: BEER ID — £/ ID SREGTER — 1IRIERTIEITE,
RFTHITRIIRSZ. BrlbAREHFRATRER.

&

Parallelize only without dependencies

Safe to parallelize Must be sequenced

Weather for Pittsburgh Find customer ID

Read today's calendar Use ID to fetch orders

Look up flight status Refund selected order

Parallelize only independent, safely concurrent calls.

REEREKBRT T
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‘execute(call)’: FH ‘json.loads(call.arguments)” fEHT2#L; H47 await

. TOOLS[call.name](**args)’; iR[A] ‘(call.call id, value)’,
Concurrent execution

{883 "asyncio.gather(*(execute(call) for call in function_calls),
return_exceptions=True) H&H#1T.

async def execute(call):

args = json.loads(call.arguments) AR A RINFRE, thERERE ID,

value = await TOOLS[call.name](**args)
return call.call_id, value

results = await asyncio.gather(
*(execute(call) for call in function_calls),
return_exceptions=True,

Preserve call IDs when results finish out of order.

51
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Evaluating tool use

THE TR
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Berkeley Function Calling Leaderboard

Single turn Multi-turn

simple - multiple - parallel - multiple-parallel base - missing function - missing parameter - long
context

Agentic Robustness

web search - memory hallucination measurement - format sensitivity

Berkeley Function-Calling Leaderboard V4 ~

A5 R &R AR TS
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Big: R, Z2TH. #17. STEHT.
Zhe: 2l RORE ROSH KRETX.
HHEIREES]: WMITUER. 1CiZ.

fafEiE: JmE. SIVEBURit.

Berkeley Function-Calling Leaderboard V4 ~
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Evaluate the whole stack

Question Example metric Execution?
Selection Right tool? Precision / recall No
Arguments Right values? AST / schema match No
Trajectory Right order? Sequence success Usually
Task Goal achieved? End-to-end success Yes

TR

ANETE - I CMU B5EA - EBBISTIRE - FSE#SRE cmu-agents.com

Typical failure

Missing or extra call
Wrong field or value
Bad dependency

Plausible wrong answer

J& PDF 55 54 / 60 @

ZH / 3GEX - 5 1/1 55

e TR TIB? fgionfl: HigR / BEER, BET: &, HEXK: I’
AR AR,

S8 BYBEIEE? $Strfl: AST / Schema ITfig; EF/HIT: &, BRAILN:
FEE B EIEIR.

Bl RRRIERRNS? 18tonfl: FRAIRIIER,; BESW T, BB (KRS
N

155 BEEMBR? el WmEmpINR, ST, BEXK: EXFUE
B{BLPrEIR.
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R FER. ERIREL. 1ETEL BA. BIEEERE(RIERE, BrIREIBRITiAfERE

WEEME: 1R, St WO REIISCHIRSS IS IR S R,
2o HIE. AUR. BWER; WAt RS RE AT,

Quality has operational dimensions

Efficiency Reliability Safety

Latency - calls - tokens - cost Timeouts - retries - partial failure Policy - permissions - side effects
A correct agent can still be unusably Report task success under realistic Test adversarial outputs and

slow or expensive. provider behavior. consequential actions.

FREXSIEETEEN4ERE
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Operational tool failures

Model Harness Provider or tool
wrong tool - bad arguments - parse - auth - validation - ID timeout - rate limit - execution
ignores result mismatch error

Production evaluation needs benchmark accuracy and operational failure rates.

56
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RE: THIRE. S4uaR. BIRER.

HFATHEZR . . BpI0IE. IGUE. ID ARETEC,
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Provider tool-call error rates

Tool Call Error Rate by Provider

August 27, 2026

| Cloudfiare

Providers

Mistral (ZDR)

OpenRouter provider analytics - Aug. 27,2026 /

RS IRE SR TR ARERE
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BRI ZIRS RS TSI T REEREIRSE, M $HRR (%) ; =HMmEaE
: 8H20H= 8 B 27 H.

2026 & 8 H 27 HeJW&WE: Cloudflare 15.1; Venice 4.49; Cloudflare Fast
4.49; Morph 2.97; Mistral (EU) 2.75; 58 25 MRFEHEGREFF; Makora
(fp4) 0.14; Baseten 0.06; Baseten Fast 0.05; Inception 0.03; Mistral
(ZDR) 0.01,

OpenRouter fREZHRM ST - 2026 E8 B 27 H
EE / SEENED T
BEPIFIRNEFT TR RS IR, RIEFHEDWEY, TSR DA EFRAIEUE.
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Takeaways
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1-8607: TEEIMEER. HUT. EMFINEER{FEE

. 2 - #lil: Schema HAIRR; BREMYERA, FUTESGE. DikER, 7+
Tool use is a layered system s D puEEe

3 - 2J5R: JSON Schema FiEE#IBIRUEAZIVIERR, MARE W IEH,
4 - 0. EEA REST #IfEME MCP 28EseH. SR EIENRRAR.

Mechanics: schemas enter the prompt; model protocols emit calls; harnesses validate, dispatch, 5- &% fmHHKEFH A, THMETEERE, 88 SR, A FIETElE.
and match results by ID.

o Capabilities: tools add retrieval, execution, generation, and application actions.

Constraints: JSON Schema and grammar masks guarantee form—not semantic correctness.

Interfaces: direct REST calls and MCP are alternative ways to expose capabilities and manage
credentials.

Systems: orchestrate dependencies and concurrency; evaluate selection, arguments, outcomes,
cost, and operational failures.
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Thank you, Questions?
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